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Credentials stay on the server

0adll Lleall slaedl (g zlias My T 8wl Gl cudly 393ally p3llg révaiall lgbure g bl

Explain browser/server/provider responsibilities and prove mock startup needs no key while
incomplete live configuration fails closed.
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Configuration is not permission
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mock + no key — startup succeeds; live + missing key/model/approval — startup stops before
network access. A key must never become a browser field.
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Synthetic input, private credentials
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Use only the supplied fictional notice. Keep keys, headers, raw provider errors, prompts, real records

and private messages out of logs, captures and shared evidence. The model must never receive
database contents. Keep the lab on localhost.
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Validate before trusting
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Define strict request/result models and reject every malformed, extra-field, missing-field, type, enum

and length fixture.
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Valid JSON is only the first check
Al 93 aslell .dxdlo jue Gilily (I 7lo JSON g0 {category" "Workshop" "summary":42"}
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{"category":"workshop","summary":42} is valid JSON but invalid data. A well-shaped summary
inventing a location also needs rejection by the human source check.
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Synthetic input, private credentials
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Lo sl &l
Use only the supplied fictional notice. Keep keys, headers, raw provider errors, prompts, real records

and private messages out of logs, captures and shared evidence. The model must never receive
database contents. Keep the lab on localhost.
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One route, explicit failure paths
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Implement the model boundary and POST /analyse with validated success and safe
422/502/429/504/503 failures, without network access.
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Provider output is untrusted input
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timeout fixture — 504 Model request timed out. No raw exception, prompt, header or key appears in

the body or logs.
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Synthetic input, private credentials
ONzanlly 5 aally Al sg3ell clasly luigyills Zuilaall @il Jadd prdall Gl el pasciwl
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Use only the supplied fictional notice. Keep keys, headers, raw provider errors, prompts, real records

and private messages out of logs, captures and shared evidence. The model must never receive
database contents. Keep the lab on localhost.
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Count attempts, including failures
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Prove one outbound attempt, zero retries and fixed limits with a fake transport; prepare a reviewed
real-call budget without making an unapproved request.
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A timeout does not undo a request

Two simultaneous requests — one reserved outbound attempt and one 429. A timed-out first
attempt must not trigger a hidden retry.
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Synthetic input, private credentials
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Use only the supplied fictional notice. Keep keys, headers, raw provider errors, prompts, real records

and private messages out of logs, captures and shared evidence. The model must never receive
database contents. Keep the lab on localhost.
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Honest evidence across both modes
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Demonstrate the validated mock suite and one trainer-approved bounded real call, explain safety
and cost, or explicitly record the remaining live evidence and recovery appointment.
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Mock success does not prove live integration
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Evidence labels: mock passed; live not attempted / blocked / attempted-failed / validated. Only
validated real output completes the real-call requirement.
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Synthetic input, private credentials
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Use only the supplied fictional notice. Keep keys, headers, raw provider errors, prompts, real records

and private messages out of logs, captures and shared evidence. The model must never receive
database contents. Keep the lab on localhost.



